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(54) CRYPTOCOMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To reduce a load on a network 
manager at the time of setting a cipher device and to eliminate an 
overhead at the time of starting cryptographic communication by 
specifying a communication group using a block diagram of the 
network, obtaining a communication path of a communication 
terminal, preparing a cryptographic communication control table and 
distributing it to the cipher device. 

SOLUTION: A cipher VPN management device 39 selects a cipher 
device which communicates by using a network block diagram, 
specifies a communication group, obtains communication path for 
communication terminals 35 to 38 of the specified communication 
group, prepares a cryptographic communication control table to be 
distributed to cipher device 33 and 34. Thus, the communication 
paths are clarified in the communication between the 
communication terminals 35 and 38 and operation mistakes by 
manually setting cryptographic communication information are made 
fewer. Also, when communication data from the terminals 35 to 38 
are received, it is possible to eliminate an overhead at the time of 
starting the cryptographic communication since the cipher device 
33 and 34 hold the cryptographic communication control table and 
there is no need to transmit a key search packet. 
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[» #s i ] sift* v y v-t> ccirs? titcmsxom 

£4**BT£Ji'--£<i:4*rr-2>a{i* ? r-7-i>4#iJ& 

U C©aff * v 4<Ki»fi-J&fAK:* -sbl-P 

tLX&KlsXVPN (Virtual Private Network) 

z> Bt ^ v p n mmms. t 4 wr z> bi #snr>* 

fjfBBgffVPN«g&Btt. afH&sfcRtwg-st 10 

miR i>x mm?*" zmm ^»je#s 
<t. 

c ©fgs<* nfcaft sou- T'tos-r zmmwrnoMn 
mmK.te^t&mt z& i D4ia:5e-r<&gii diss^s 

fmeafli s a(t^*ra©-r **t ©aft*! 

#£gg©#UI4&5£ L . a{fS88©afl7C. 555feT F U 

x, a«7*-**BMHfc. jga*4t,»tt0SSi-f S*^^ 
BWBBg#$Sg« . fciiu IBBg#a{f jflJfBJf- - 

[ awes 2 ] mm* v\-v->? teams tifdmmm 30 

Z*Ai1NLirZ>^-%t*^i-*rZ>m{m* v V r? - i> 

L . C ©jiff* v b 7 - 1> *<Sffifl«J<C8jR* j F 7-* 
il/t<i>&L/tVPN (Virtual Private Network) 
4^3?" •£> Bg-5f V P Nfl^S £ 4WT £ Bg-ifaff ^ X 

BUIBBg-^V P Nf 3S&g«, JI/- afI4S5fc&Lfflf# 

i, c©tiJ&0&cg-3<,>-t> affx';r. fift^*, a 40 

m^*»*-st^«Bg^g%ajRL-ca«^i'- ^*jb 

is.? salt dou - 7'*is#a t > 

fr laaft y - /s -r & aft^ra ©r ^ -c ©aft & 

#£&g©*fcS4&5£ U affiS8S©SfB7c. 55367 FU 

©Bt ^ggscc fMR-r * Bt#aft*usif - ^wj&fMs 

Bg-JtafifM®-?— ^Wicg&jrr £Bg#gii9:£#|s<t. so 
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-wBtcffiasr sissies t 4 w u . 

S&iBBg#§Sgtt. Slfflo /cHU3eBt#aff f — T'^SCK 

nfcafi v>\> - y'vcm r h mm «*H©-r ©am e 
s§4^lt. #aft8Sic*jc>rf r -ifBi#<t. 

Bg^g©tea4^s-r hmmM^^t % c 1 4 
&m i -r znim 1 * /c»if 2 w:fais©Bg#afi-> 

[lt*^4 ] S5IBBf#V P Nlragg©B#-itaff fHJ@] 
f — ^l/f¥fiS#S«. aft -^KjWitta'Jf 

-yiiits BtriBas s n/c -fe + * >; f ■< 
u^oi'icm^xm-^mmmmf—^^i^-fict 

[0 00 1 ] 

s» F '7-i'tC*5W^7 r -$©^S4ffi}t-r-2.Bf-^a{f>' 
[0 00 2] 

[fie*©Sj5f5] iSf03>ea->*j hC7-^©#R 

(cm^ * v f 7 - ? ±<d7- $ vrntizms-r zmm 
^-^Bt^s'rfij-^©^^^^^^^. fie*, aflif 8 

-*©Bg#K:oCir«!^2|i6 - 2 0 9 3 1 statin 
S<k-5^, Bf^SggrtSIJtc^L-rt^aftf 5 -^©^ 

5t. jHff7cT F ux©— ^r*-5^»-?-©ffi^'K:*tt£:i/fc 

Bf-^14 2^ U fcBg# - 7*; UtC fi£ o r 7 s - ^ 4 Bg-^ 
fL m^thlsmifithtiX^c. Lii>L. ^7—7 
Mt. #Bg#^g#K:^^/ c <st)*-? hV-i'^a^i* 
* s» F 9 - ^©«^Si>'a(tffl*©T F V * 4#£ L/T 

SBg-ifssa tc^tD-r -5 Bg^- - y a ?r flErt-r h * 

tfAL/. Bg^- y;u*s^StcaS*itcteSii^SS*s 

[0 00 3] C©lfgI4)5?tfe-r-2>fc*. #IM¥9 - 1 4 
37 55 Bg-^aii^^f-A©^^^, ^ 1 5©«fc5& 

Fc7-^<tfij{«:*t>"r:ie^«as*^*-?» F (Bi 

7) 4fflt^r. a<tiS^©aftgss±©Bg#^g©Bg 

^t»$R4gttWCC|ll 6©«t*>ncBf^ilx-^JU4C^ 

L, a{f^ra©a«f ; -^4SBg-^^g^Bg-^{b > « 

[0 0 0 4] 

[|%Bj*sg?^uj:^i-rsi*gI] ±«©^i4T1*, aft 
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dsn, c©*-9«8*^^9 hec*t-r*j»s**»9i 

Yv-? ««*3WBno«ifli«>jfc*aK*aaiT ^ci 

J: 9«t*'-*'Ctt, BfJHB**^*' ? r#8i^t io 
{bS*vS*K:^>*-* * h±**ti4Citc&«3, ? r 

[0 00 5] #*IBtt, C©<fc5&l©^fIHi*&B$©* 

tfjgjer*. Bg#S&«©«*MB»K affi*8*fffl©afIK: 

tewaaesissw^Lr, eg #»b<dh5eb$©* * h 20 

t«tt9Cttt< Bt#a«**E3»-r ^Ci^gKliLt 
[0 00 6] 

fl«^&. ^ft&aw^finr^gwo**? 5 -*** 

***«*£^-*±**T4afB* v bv-^^mfSL 30 
L/ % C©Ii* v h 7 - * *<RttWttS»* ? h?-* 
ilt^^btVPN (Virtual Private Network) 

£©a*r ^Bh-^-v p n mm*£w t * m? z> ns#afr> * 

«*3®C>'Bg^StBIJ©* ? 

»j£B*5vf®£, c©*waaK:»r*,>T, aftxy 
7, a«4S*> aa»^**t»t**««*«tti/T 

}^ S tt/ciifs - :/te«T4affii»*[ffl©Bi#afi 
FSVBf#fili D £ ^ Bf-E§-aff SOT f - - :/ 

;u*a{f «B±©«r Ke#*atff ccff aw a eg nmm m 
ffsyw^-^u^sc^raff^-^^^t-^aft^- 

*&3#©*#-f £fc©r*4. 50 
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[o 00 7 ] ^2(D^Bj^^^>Bf^-afi>'X7 u AB, a 
«*9 F»7--*«:jRSStifcit«t©a««*i, -ene 

PN (Virtual Private Network) £@aT£BH-^V 

PN«wKBi**r«»wafli^x^A«:4jc»r, w 

co«flBHK:»-3ir»r, affix ur, a«JB*, a 
rnmimfo 2>mzv§m&w.*:MiR ox mm 

*a«^-^*BS*a4 . iwaafiy^-^ccji 
-r*affi^*racD-r^r<DaffijgK*tft*L/, 
ec*^i^r*a(i»Bec»r4BS#*6«o«ait«ffi 

0, ameaoaftTc. js^tfux. am?*-***! 
■wb. aa**w*«^s**«T*w=i--F*dtf 
Bg-^am ©j^t* - ^ *afBK»±©i»*K«»«:.ffjiS 

#©*■£«: Bug *%j$u Lxm^nmmum 

ar4Ea#ai*wu. tiraHwati*, sewKofc 

[0 00 8 ] nato&vitc&t&v&mnisxrMt* m 
Ea«^-^*Bje#s«: «fc 0 jsjes n/cit^-^ 
K«**a««5HB©r^r©a«M*«i*ur, « 
afflrwciJt^-cf-irpwfL a#*fT9>M««*«« 
5Er#&c^ia^ »jeb*:a«^-^rtoa(i3WS: 

[0 00 9] »4(D|6IHK:«*ff#a«S/X^Att % 
IBDg P N WHRBOBf 4HtA«np^- ^K¥tft*« 

aft ^Ji/— ^stT'B-fe+a uf--f u-<^*iB3e 
r Bg #a« Mm 7—y)is* msr 4 1 or & 4 . 

[0010] 

iftwomMvjtm] nsfe<D?&« 1 . ant $m<oB 

0-32) , K 2 (3 3. 34), affJS* 

A, B, C, D (3 5-3 8) RO*Bg#V PN@ffi$IH 

(3 9) ^Sisnri^ e H2«coiBW<DHg#affi 
^x^A*««*r4Bg^vpN«ffi^s*r*9, S2cc 
*5c»r % n*, Bf#*««r«ir6Hi#vpN«a« 
g, 2«a«««ia»r, afif^-^osffMJi, a« 

*A*HW»- 4«^-*, •^•SBRCXafWBKW© 
* ^ h 7 - ^«S©*fiSBI**7n"i"4»J««S%». 5 « 




5 

£ 3 n/ciiff SOU- :/<Dtf*R#> 6 Bf ^iiff f J® - ^ 

J&T£Bg-E|^gr£><2> B H3&t*50>T 1 0 BB£#$|g, 

i 4immT-z*MMtfii<c^m?zmM#M^ i 5 
•sf—^ou^agp, i 8{m^mutc^mmmm^ 

Si]t^t>©t, Bg-^gB^ll H 1 #>63 

®UfcafIf r ~**ffl^Ua-;fr;l'#~ r 2 0tclf 

ftO, ^y^#-H lJCSftT^. 12, 19tt 

[ooi2] wcm 6 ifflCiTtt^ccoiinttiB-r 4. 

*«s##nt# v p Nga^B©«fca;^ 

*gm%lC£ Z>^AJji>L< BSNMP (Simple Networ 
k Management Protocol) ^rfflC^iR^L/cttfS^TC 

#*fi (C©WCttBf#SSBl , 2 (3 3, 3 4) ) £ 

aiRu aft^-^sje-r* (x^^^'2) B 

ttffl©*^ Bg#asfi©T«&c£i*3ftT^£** h v 

-££a(f y^-^i-T*. Hf#«BT«JBr*Bi#« 
I D (C©WCttWMI«I D = 1) £A#-TS (X?* 
?'3) o A*#JI»ffl3B, BE© £©H»«B*«!Jl 3 

tifc^*«««s«»4K:a*p-r4. «j3as^ffl4B. a 
^iz-^ccurs-r ^r©aflrai*. hwssbcdtfu 

*^l-3*K0tHL («*.«, Iflffl^A (3 5) -Bf 
^11 (3 3) (3 1) (32) - 

Bf^«g2 (3 4) -a<ts*c (37) ) % c<omm 

SK«:*4B&#iSBCc*f (W : Bf-s|S6fi l ( 3 
3) ) , *rc©W#ttB#*? fy-^fif^f 

v^zrajROfcis^SEB*** y^rs (^f^ 

6) o aJRL/fcBf#ttB"CftC**i-&« 1 affsgSSOMiS 

cdt Kux*c©HWi«oiiwa«iw^-^©5a 
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fcBs^B©*»£«. a*ttB±cc*^ vv-zmmm 
v7'8) % ??aE*rntf, Bt^a<f»r-^;uca{t)g 

B©W«©TFUX*«jeU IW»:a- F*W#, Bf^ 
7*10) % 04 ©<t 5 ttB#a«lW«f—^ 1 6 «rfts 

^•r-5o ?nsEL/ai»*&tt, «SP3-F*wti, b§ 
io wmihw^- ^tcss-rs <x^?:/9) . cn?: 
io<Da«jgffitc#a-rsBt#iiB^ (mriBaft^sscD 

m&\Z, «BS±CCfffi-*-4BS#«6fi(Z>»tt2'C**)-«!! 

a^osn^T^rcDamsBS^ (eii©** 

tBSl : IMS^A (3 5) -B|#J£B1 (3 3) 

(3 1) (3 2) -Bg-5f£|g2 (3 4) - 

$m2 :Mim^B (3 6) -Hg-*f$gfil (3 3) - )V 
20 (3 1) (32) -BHSBI2 (34) - 

amS^C (3 7) 

fiEK 3 : a««*A ( 3 5 ) - Bf-WKfi 1 (3 3) 

(31) - Z (3 2) -H»«B2 (3 4) - 

ams^D (3 8) 

Jgg§4 iIIWS^B (3 6) - Bf ^g 1 (3 3) ~)l> 
-^.(31) (3 2) -Bt#«B2 (34) - 

aftffi^D (3 8) 

ig5§5 : mmm^A (35) -aftffi^B (36) 
HK6 : aft^C (37) -aft^^D ( 3 8 ) 
30 <D6S»r*4> tf (^f-^^4) , #B|-^BtC*f 

-tznwMmmr-^fri 6 04) h§ 
^a§P6rcn^Bt^bt (^f-^^'i i ) , t*-^ 

^--v^ Fr«f#VPN«»RB3 9*>6Bf«KBl . 
2 (33, 34)^ Bf#a««W»^-^"l 6 (0 
4) *i«£-r& (^r-^7'1 2) . 

[0013] EasnfcBS#a«#J«?'-^n 6 (0 

4) B, Bi^g<DCZ-*;b^- h 2 OJWJ^^'J v 

40 *mw\k. ^-^ju«a»i 7r^i$n, et#^grt 
»cc«»sn*. Pi-WKBtM*. aff^-^^s 
{rr&jKfc:, Bg^aff*o®^-^;n 6^#b§o, aft 

^-drojS^ ^{ItuT F uxawafWfB^-^i' 

rti-^L/cii^, WWa-FCcSfiw^ «l»=i-F*JBt 

i Dtc^js-rsBi^Taft^-^^Bg^t, m-^r 

50 
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[0 0 14] «±©J:5*C, W#VPN«a»«-C*? 

h«7-*»jsaa«rfflc^. afrr*BM««*aiRu 

fWEU B^BKEa^SctSfcOrc**©-^ aft 

48*iB©aficc*jw*aft«is*Jwwi{bsn, amass* 

©T KU^*^CCA*«C«feOBt^a«f(WR*»3e^"*<t 
Dittos **^tt<rft 4. ait«**6©afl 

&&i,*o^nm«9ifflft<D*~'^y k*«c< -re 4 

rt*T?», *fci»**f*-*©3^tt*!Ift9C4tt 
< Bf-staff £H3iTS C 4#"Cft &o ±iB«r«, * ? 

aftss^ a««*»*it»ttJ=-yT*iB*a<iy^- 

[0015] HS6©BS82 . ^lJfe©0Sg 1 "CI*. BfrSfV 

PN«a«B*MNt*I D**ws#afflrw»^-^ 

^cccnt#a i D©fcto"j«cii»ii*iBaiT**i6©*iii 

©Jg«*5*T. H7tt, C(Dl6Jfc<WI5*2K:*5W*Bg# 
V P N^S^S-Cab 0 , B2«cBS-WI*5fefi8'r»H»« 
^55SP5 2£it^L/cfc©r*£o HS-S3*«W:0 2 % * 

B9 4flli» , rBi9I"rs. *^ h!7-*«l#3Wa«y;i/ 
-:/*JBjeu fB3esnfct*K*7c«:BS#afBWl»^- 

-9) um^mmomm tmm-c$>z&. xr^^s 
raft igssjb&t * * h 9 - ^«a#««JB3e fc* 
aqfttr * tc , v wMmmm «c aft iko 

MS©aff*$3fc©7 KUXRO'SUfP^- F 

(Xf ^7*14) , 0 8GC^3ft£<i: 5 ttHWaft 
11,12), 

[0016] *^Brtt»«3nte«HMi*dtrlM- 

a«i^^^^*w-w*«rtw*c«fft* aft 

8) affr-*©^, a«5c7FU**«» 

^ a- F3WW#4ttori»s»^tt, B&#afiSU®f* 

[0 0 1 7 ] JiUlGDJ:^ B|*VPN«l*Bl*6Bt 

6 -ram-c * & t » 4 1 ^ fca*©*a#a* * iw < c 4 # 
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rft£„ Sfc, JQSO^JBt 1 6ti*C 4 tt« 

5*-CfettC>. 6U:©St*IS©»»2"Ctt 1 **F7-£ 

auB*4i»Bxy7*«Ri, aa^-^ 

**ssr £ C 4 r fc R«©8b**»* C 4 #T*ft 4 0 

[0018] njt©jgsi3 . mmoTtm i r«, * * f 

y - *««#*a«*tf 5 4HMHK»ir 4 cfc 5 Cc u 

fefc©r*sw, 3wat©jg»BBt#«st3&s«attsnr 
c»tt^a«^ia«T*^o«9fc©»»*s%T. h 

io 1 0 W\ *ia6©J&««:*5tf S* v V 

d (37, 38) »jcci»#*ait«««snT^at»© 
r\ *^9-^fi*B, *«H±rWf#aai i (3 
3) 4afts*c, d (37, 3 8) *a*?u an*' 
;b-^j»e-r* (^t-^'l 2) o ws©*^*:?' 

3-8»H9 4BI«r*4. Xf-^8m MffigK 

c7-*««#cc»u c©a(WB8«:*Jw*a<i*saa 

20 *j£te&£C4©flB8> 9«fe-yt*S%L (^'^'l 
5) . j£§#Yes*B^tt, F*aa*«4LBf 

*M»«»^-^a6 (Hi 1 ) *H5rr* {*Tv? 

7) o No©*i^B, #Jffl:3- F*^4 0TBt#a«fW 
^*BBEL, (^^^^9) , Bf#*a^BE3l 
« (Xf77'll, 12). RfMB©ttftt*»- Hit 

[ooi9]mw^ t *^ F9-^«a#3WBje 

U^aft^-^ , rt©a«*s2«*tt4&4»'&«:, *■ 

30 ffir-f *c4*»ig-cft, Rorafi^-^ifBjeu 

ru$^ /cii^cc i>mmt£.&Biv ft So 

[0 0 2 0] Htt©^tt4 . Htt©J£ffi3 * ^ h 

^©Wli©«J«*«TK:^r. H13tt, 

40 ©xyr, a««*auw-9««*atRi/, a«^u- 
*'jf^v^ (H©«rtt= i) ^t^o «ki» 

r % IWB4Ba©*JB , cafly^-^ , 2, ^t^'Jf^ 
U-<;U= 2*K3E"r* (^f-^^2, 16) 0 i(I» 
-^©JiS^7b/c?> (^f ^'17) , fjlBHJS© 

^»4ia«cc-r^r©a«eB«r««u, aaeKcc* 

so a«eB©W4B©T FU^*C©Bf#Klt©B|-q- 
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X, f^a~FCcBff-s|*Rjeo (Xf^l 3) , Bf^ 
1 4) , Bg#$SB^ffii£*rS (^f^l K 12). 
[ 0 0 2 1 3 JSLbDJ: * *;> h «7-*«a*3WBJe 

[0022] 

fcLfc<E>J:MC, » 1 ©«WCCJ:ti«. Bg 

s<fc9tcor^*co-c, afi«*ra<Damic*$#&a« 
o n»#a«tii««riB3er *<t 9 »ff am<tt 

£o 31fi^^ 60a<f £ £S:{f Lfcit^k , Bg# 
F*&<-3~C<!:;#T#, */clkli* * F y — ?<D 

s*tt*»a 5 c i «r < i«#aii*3i3»r* & e 

[0 0 2 3]S2WKJ:nB, Bg-5fV P NSffl^B 
rt> 6 Bg-efafsSUfflJ^- ^ i Bff ^fr # X ESSr 6 

[o o 2 4 ] mscomiiiC&tiu^ hv-?wm% 
l tcmm ?>i> - 7ft<omm **aa*«t 

^jgjE-riafi^-^tc-fe** yf -r i/^^tRw, 
a«^-^sffiorfeaft^*raa«^-i2+^ 

[0 1] Jt*©*«l, 2te*5W4*? F y-?ffif& 

mx$>& 9 

[0 2 ] £Sfe0fl$tt 1 ©Bf#VPN«i*«*^T^ 

[S3 ] co«HjcDBt#sa%^ , r^n ? *h-c* 
[ h 4 ] njscDj&JB i <DBt#»« i tc*j vt & Bf #a{f 
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[06] m)& <Ditm i ic *5 w 4 v p n mmms<o 

[0 7 ] mb<0&1&2O^VPNmmmSZ7jk?7 
[0 8 ] HSS<DJKfi82CDBt^ai K*5tt£Bg#jI{i 

[0 9] mm<mm sug#v p Nen&ao 

[010] *ifeO^J»3«:*5W4* ^ F tf-J'WJiREI 

[011] HJ6CD^fig3<DBg^B 1 CCiJtf *BS»a 

[012] tC*jWSBf#V P N^S^g 

(DftmZm-tryzi-?*- hX$>2> 0 

[013] ^MiojBJ»4«:*jW4*9 by-#m&m 
xhh. 

[014] *«C[>»»4CC*W4Bf#VPN«^a 

20 (Dt&mz^Tyu-?*- bx&& 0 

[015] ffi*«CCfeW*Bi#afi<D»»H'C**. 

[016] se*wtc*jc^4Hf#a^— 
[017] se*wccfc»*«»*^ir9 Fr*s. 

1 Bg-^VPNl?S^a 

2 ^SftMSSP 

3 A*MW 

4 »«^SP 

5 

30 6 Bg-^^SSP 
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